OpenVPN with Ul on Ubuntu 22.04

OpenVPN Ul Home  Configuration ~  Certificates Logs .'_ Administrator Light
p
Status

Clients: 1

In: 714 MB
Out: 686 MB

Server Time

2024-04-16 11:58:48

Load Average

CPU count: 4
1m:0.07 5m:0.08 15m:0.08

More info @

More info ©

More info @

Memory usage

Memory 10 /31 829 MB - 0% Swap 0 /8191 MB - 0%

Connected clients

Common Name Real Address Virtual Address KB Received KB Sent Connected Since Username

oliutyi 192.168.50.242:54797 m 731761 T02 684 2024-04-16 11:54:55 - u

Operating system:
OpenVPN version: .
linux
OpenVPN 2.6.8 x86_64-alpine-linux-musl [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] N
' Architecture:

[MH/PKTINFO] [AEAD]
amde4

©) OpenVPN UI. Under the MIT License. Version 0.9.5.1

apt update
apt install git docker.io docker-conpose

cd ~

git clone https://github.con d3vilh/openvpn-ui.git
cd ~/ openvpn-ui/

cp docs/ docker - conpose. ym

# Prepare files and directories

nkdir -p /opt/openvpn/

nkdir -p /opt/openvpn/ pki

nkdir -p /opt/openvpn/db

nkdir -p /opt/openvpn/clients

nkdir -p /opt/openvpn/log

touch /opt/openvpn/fwrules.sh

touch /opt/openvpn/confi g/ easy-rsa.vars

# start
vi docker-conpose. yn
docker - conpose up -d

#check | og
docker | ogs openvpn

# go inside container
docker exec -it openvpn bash



root @200: ~/ openvpn-ui # i ptables -v
iptables v1.8.7 (nf_tables): no command specified
Try “iptables -h' or 'iptables --help' for nore infornmation.

Some VPN Speedtest (server is on Intel N200)

(?) SPEEDTEST 1y 00KLA

& DOWNLOAD (*) UPLOAD

19911 339.78

®6 @8 @58

Some additional info

root @200: ~/ openvpn-ui # docker ps -a

CONTAINER ID | MAGE COVIVAND

PORTS NAMES

53df 1a9bd798  d3vil h/ openvpn-server:| at est "/ bin/sh -c ./docker..
1194->1194/ udp, :::1194->1194/udp openvpn

ffd2lab71lec4 d3vi | h/ openvpn-ui : | at est "/bin/sh -c /opt/sta..
8080- >8080/tcp, :::8080->8080/tcp  openvpn-ui

iptables on host system

CREATED
13 minutes ago

19 mi nutes ago

STATUS
Up 12 m nutes

Up 17 minutes

0.0.0.0:

0.0.0.0:



root @200: ~/ openvpn-ui # i ptable
Chain I NPUT (policy ACCEPT)
target prot opt source

Chai n FORWARD (policy DROP)

tar get prot opt source
DOCKER-USER all -- 0.0.0.0/0
DOCKER- | SOLATI ON- STAGE-1  al |
ACCEPT all -- 0.0.0.0/0
DOCKER all -- 0.0.0.0/0
ACCEPT all -- 0.0.0.0/0
ACCEPT all -- 0.0.0.0/0
ACCEPT all -- 0.0.0.0/0
DOCKER all -- 0.0.0.0/0
ACCEPT all -- 0.0.0.0/0
ACCEPT all -- 0.0.0.0/0

Chai n OQUTPUT (policy ACCEPT)
target prot opt source

Chai n DOCKER (2 references)

tar get prot opt source
ACCEPT tcp -- 0.0.0.0/0
ACCEPT udp -- 0.0.0.0/0

Chai n DOCKER- | SOLATI ON- STAGE- 1
tar get prot opt source
DOCKER- | SOLATI ON- STAGE-2  al |
DOCKER- | SOLATI ON- STAGE-2  al |
RETURN all -- 0.0.0.0/0

Chai n DOCKER- | SOLATI ON- STAGE- 2

tar get prot opt source

DROP all -- 0.0.0.0/0
DROP all -- 0.0.0.0/0
RETURN all -- 0.0.0.0/0

Chai n DOCKER- USER (1 references
t arget prot opt source
RETURN all -- 0.0.0.0/0
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root @200: ~/ openvpn-ui # i ptables -
Chai n PREROUTI NG (pol i cy ACCEPT)
target prot opt source

DOCKER all -- 0.0.0.0/0

Chai n | NPUT (policy ACCEPT)
target prot opt source

Chai n OUTPUT (policy ACCEPT)
tar get prot opt source
DOCKER all -- 0.0.0.0/0

Chai n POSTROUTI NG (pol i cy ACCEPT)

tar get prot opt source
MASQUERADE all -- 172.17.0.0/16
MASQUERADE all -- 172.18.0.0/16
MASQUERADE tcp -- 172.18.0.2
MASQUERADE udp -- 172.18.0.3

Chai n DOCKER (2 references)

tar get prot opt source

RETURN all -- 0.0.0.0/0
RETURN all -- 0.0.0.0/0
DNAT tcp -- 0.0.0.0/0
DNAT udp -- 0.0.0.0/0

firewall inside container

L

-n -t nat

53df 1a9bd798: / opt / app# i ptables -L -n

Chain I NPUT (policy ACCEPT)
target prot opt source

Chai n FORWARD (policy ACCEPT)

tar get prot opt source

DROP 1 -- 10.0.71.0/ 24
DROP 1 -- 10.0.71.0/ 24
DROP 0 -- 10.0.71.0/24

Chai n OQUTPUT (policy ACCEPT)
target prot opt source

destination
0.0.0.0/0

destination

destination
127.0.0.0/8

destination
0.0.0.0/0
0.0.0.0/0
172.18.0.2
172.18.0. 3

destination
0.0.0.
0.0.0.
0.0.0.0/0
0.0.0.
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destination
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192. 168. 50. 0/ 24

destination

ADDRTYPE natch dst-type LOCAL

ADDRTYPE mat ch dst-type LOCAL

tcp dpt: 8080
udp dpt: 1194

tcp dpt: 8080 to:172.18.0.2: 8080
udp dpt: 1194 to:172.18.0.3:1194

icnptype 8
icnptype O



53df 1a9bd798: / opt / app# iptables -L -n -t nat

Chai n PREROUTI NG (pol i cy ACCEPT)
target prot opt source

Chain I NPUT (policy ACCEPT)
target prot opt source

Chai n OUTPUT (policy ACCEPT)
tar get prot opt source
DOCKER_QUTPUT 0 -- 0.0.0.0/0

Chai n POSTROUTI NG (pol i cy ACCEPT)
target prot opt source
DOCKER_POSTROUTI NG 0 -- 0.0.0.0/0
MASQUERADE 0 -- 10.0.70.0/ 24
MASQUERADE 0 -- 10.0.71.0/ 24

Chai n DOCKER_QUTPUT (1 references)

tar get prot opt source
DNAT 6 -- 0.0.0.0/0
DNAT 17 -- 0.0.0.0/0

Chai n DOCKER_POSTROUTI NG (1 references)

tar get prot opt source
SNAT 6 -- 127.0.0.11
SNAT 17 -- 127.0.0.11

53df 1a9bd798: / opt / app# i ptables -v
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i ptables v1.8.10 (nf_tables): no command specified

Try “iptables -h' or 'iptables --help

root @200: ~/ openvpn-ui # docker -v

for nore information.

Docker version 24.0.5, build 24.0.5-0ubuntul~22.04.1

root @200: ~/ openvpn-ui # docker - conpose -v

docker - conpose version 1.29.2, build unknown

tcp dpt:
udp dpt:

tcp spt:
udp spt:

53 to:127.0.0.11: 36327
53 to0:127.0.0.11: 37983

36327 to::53
37983 to::53
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