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Keepass

Saving your passwords offline using keepass (https://keepass.info/). Why keepass? It is free and open source. It also have number of plugins
(see https://keepass.info/plugins.html ), that | do not use.

Keepass Download

os Name Link
Windows = Keepass https://keepass.info
Mac OS MacPass https://macpassapp.org/
ioS MiniKeePass https://itunes.apple.com/app/id451661808

Android = keepass2android https://play.google.com/store/apps/details?id=keepass2android.keepass2android
More can be found at https://keepass.info/download.html
1.0¢0r 2.xx

1.xx have less features, but more 3-rd party clients (at least it was so several years ago).

Now | would use 2.xx (files with kbdx extension)

Dropbox

to sync password database between devices any cloud file sync service can be used. For example https://www.dropbox.com/

Dropbox download

os Name
Windows | Dropbox = https://www.dropbox.com/install
Mac OS Dropbox = https://www.dropbox.com/install
i0S Dropbox = https://itunes.apple.com/app/id327630330

Android | Dropbox | https://play.google.com/store/apps/details?id=com.dropbox.android
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Installation

. Setup Dropbox client on all devices

. Setup keepass client an all devices

. Create password database in Dropbox folder
. Open password database on other device

. Enjoy &2
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Creating password database example

@ KeePass

File  Edit View Tools Help

le - 4 e - b ) -

B

Title Lser Mame Password
Mew (Ctri+M)

URL

Maotes

0 of 0 selected Ready.




KeePass ot

o MNew Database

Your data will be stored in a KeePass database file, which
is a reqular file. After clicking [OK], you will be prompted
to specify the location where KeePass should save this
file,

It is important that you remember where the database
file is stored.

You should regularly create a backup of the database file
(onto an independent data storage device).

Cancel
@ Create New Password Database
< v 4 » Dropbox » passwords v Search passwords 2
Organize - Mew folder 1= w
ol Mame Date modified Type Size
7 Quick access
I Desktop + Mo items match your search.
; Downloads
Documents o
| Pictures -
ﬁ Dropbox
@ OneDrive
v £
File name: | passwords
Save as type: | KeePass KDBX Files (".kdb)
# Hide Folders Cancel

Choose some Master password that is important to remember. On Screenshot is example with $trOngPass2018 (45bit)



@ Create Composite Master Key >

CAFiles\OL\Dropbox\passwords\passwords kdbx

Q{ Create Composite Master Key

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. All sources you specify will
be required to open the database. i you lose one source, you will not be able to open the database

anymore.

Master password: |----|--l------- | ||uu |

Repeat password: |-------------- |

Estimated quality:  EEEE 14 ch.

[ ] Show expert options:

oo Cacs




@ Create Mew Database - Step 3

X
‘'~ Database Seltings
N

Here you can configure various database settings

General Securty Compression Recycle Bin - Advanced

Database name: |O|eksar1dr Liutyi Passwords

Database description:

Al my passwords for eventhing | have

Default user name for new entries: |IiLrt'_.ri

[ ] Custom database color:

[ ok || Cancel |

Some optional fine tuning (slower open - better brute force attack protection, use compression, etc.)



@ Create Mew Database - Step 3

Database Settings

- Here you can configure various database settings.

General Securty Compression Recycle Bin  Advanced

O this page you can configure filedevel securty settings.

Encryption
Database file encryption algorthm: AES/Rijndael (256bit key, FIPS 157) e |

Key transformation

The composite master key is transformed using a key derivation function. This adds a
work factor and makes dictionary and guessing attacks harder.

Key derivation function: | AES-KDF e |
terations: | 115460352/

The mare iterations, the harder are dictionary and guessing attacks. but also database
loadingfsaving takes more time.

1Second Delay | | Test |

o ][ cared




@ Create Mew Database - Step 3

Database Settings

- Here you can configure various database settings.

Data compression reduces the size of the database.

Algoriim Compression FPerdfamance
) Nene Mo compression Moderate
® GAp Moderate Wery good

| | cancel




@ Create Mew Database - Step 3 >

Database Settings

- Here you can configure various database settings.

Use a recycle bin

if this option is enabled, KeePass moves entries/groups to the recycle bin group instead
of deleting them. Deleting an entry/group from the recycle bin will permanently remove it.

Recycle bin group:
| (Automatically create new) e |




@ Create Mew Database - Step 3

= Database Settings

Here you can configure various database settings.

"

General Securty Compression Recycle Bin  Advanced
Templates
Ertry templates group:
{Mone)

e

Click the drop-down amow of the "Add Entry’ toolbar buttan in the main window to create

a new entry based on a template in the group above.
Automatic ertry history maintenance
Limit number of history tems per entry:

Limit histary size per entry (MB);

Master key
[] Recommend changing the master key (days);

[ ] Force changing the master key (dayz):

[] Force changing the master key the next time (once)

Hel

0=
El=

-

182 =
365 =

Cancel

KeePass hod

g; Emergency Sheet

A KeePass emergency sheet contains all impertant information that
is required to open your database, It should be printed, filled out
and stored in a secure location, where only you and possibly a few
other people that you trust have access to.

It is recommended that you create an emergency sheet for your
database.

Do you want to print an emergency sheet now?

—) Print

KeePass will print an emergency sheet, which you can then
fill out.

—>» Skip




(@) passwords.kdbx” - KeePass — O ot
File  Edit View Tools Help
LEH <L- & TW®-¢H Q& Search... v
& passwords Title Uszer Mame Password URL Motes
5 Ctrl+5
g E:n: gf’iample En.. User Mame e https://keep.. Motes
L indows i
= Sample En... Michael321 S https:/keep...
Q Metwork P 2 E B
@ Internet
=) eMail
B% Homebanking
0 of 2 selected | Ready.
Open password database
| = | passwords — O >
Home Share View . o
B & Cut IE:@ iz @ open - FH selectall
_ ) U w.| Copy path « x = _ r Edit 0 Select none
pm;cljcé;::“dc SR E]Paste shortcut h:::\f (Ect;pv}r DELEtE Rename fl:qu:r Pl'opfl"tIES 4 History E‘E‘Irwertselection
Clipboard Crganize Mew Cpen Select
« v 4 » Dropbox » passwords | O Search pass.. Q@
A [ Name . Date modified Type
3 Quick access
@ passwords.kdbx 11/29/201812:29 ...  KeePass Datab

[ Desktop

; Downleads
Documents
[&] Pictures

4 iCloud Photos

%% N N N

g Dropbox

‘@ OneDrive

1 item 1 itern selected 1.87 KB




@ Open Database - passwords.kdbx >

Sf\' Enter Master Key

CAFiles\OL\Dropbox\passwords\passwords kdbx

Master Password: |$tangPa552EllEl | |l-un |
L] Key File: |{Nur‘|e} v| | Vo] |
[ ] Windows User Account

K] | e

Creating new entry

1. Choose folder

2. Press Add Entry

3. Input login, (generate or) input password, url, notes, icon (all optional).
4. Save database

@ passwords.kdbx - KeePass

File  Edit View Tools Help

e H <€~ & CRARE R A Search... S

Far; passwords Title Uszer Mame Password URL Motes
ﬁ General
i‘_", Windows
Q Metwork
@ Internet

=) eMail
% Homebanking

0 of 0 selected Ready:.




(@ Add Entry *

Add Ent
Q( Create : rlrn:r\r entry.

Entry  Advanced Propeties Auto-Type History

Title: |Gmail | leon: =]

Username: |oleksandrliutyi |

Password:  |esssesssssssssssssss | [o0s]

Repeat: [essssssasescsssssnes | [§]

Quality: I 115 bis 20ch.

URL: |amail.com |

Notes: Mot in use, was created ...

[ Expires:  [11/23/2018 12:00:00 AM B-Q]
ok || Cancs |




@ lcon Picker

(® Use standard icon:

20 210 520 M0 40
=1 11 21 i 31 [41
N2 ‘112 [ {22 Eda2 &
@3 13 ! w33 i Ll
E 4 514 &2 & P
g’s »15 E25 35 ¥ 25
@ 216 425 D3 9%
E @17 27 Ooky WY
Qs g (@]28 ¥ 33 G4
=9 119] T 29 ()39 & 49
+£
() Use custom icon (embedded in the current database):
Add..
Bemove
Export...

OK

| | Cancel




@ Paszword Generator o

M= Password Generation Oplions

_t‘* Here you can define properties of generated passwords.

Advanced Preview

Profile: | (Custom) v| |
Cumrent settings
{® Generate using character set:

Length of generated password:

ppercase (4, B.C, ..) [] Space 1)

Lowercase [a.b, c, ..) ] Special {1, 5, %. &, ..)
Digitz {0, 1, 2, ..) [] Brackets ([.1.4.}.(.). <. »)
1 Minus ) [ 1 High AN5I characters

LUndedine (_)
Alzo include the following characters:

i) Generate using pattem:

Randomly permute characters of password
i) Generate using custom algorithm:
{Mone) SRy

[] Collect additional entropy

Help ok || cancel




@ passwords. kdbx® - KeePass

B% Homebanking

File  Edit View Tools Help
o H€-1& U@ &F-|@|search. -
ﬁ' passwords Title User Mame Password LRL Maotes

& Gejneral =\ Grnail oleksandr.liu,,, gmail.corm Mot in use, ..
i’"‘_. Windows
Q Metwork
@ Internet
= eMail

Group: =Mail, Tithe: Gmail, User Name: cleksandr.liutyi, Password: i
1172872018 12:33:54 AM, Last Modification Time: 11/29/2018 12:3%:54 AM

1 of 1 selected

| Ready.

URL: grmail.com, Creation Time:

Keepass on Android




00:45 \ VPV A VWV 00:45 Cd4da

< Google Play Q & Select the storage type

— Keepass2Android
Password Safe
Philipp Crocoll (Croco Apps)

1 2 #

System file
picker

$

Dropbox (KP2A
folder)

Dropbox
Tools

Keepass2Android
ok @ v SR

21K reviews 18 MB Rated for 3+ ® Down|

o @

SFTP (SSH File
Transfer)

Google Drive OneDrive

Create new database...
O ® Y

HTTPS
(WebDav)

FTP HTTP (WebDav)

== >

— KeePdSSZAn roid

& ¥

Get from
third-party app

OwnCloud
Keepass2Android is a password manager
compatible with KeePass 2 (.kdbx) files

Read more

Rate this app

\- W

Dropbox

4 » Root - passwords

=~ passwords.kdbx
o 2.11 KiB, 12:42 AM

Keepass2Android would like access to the files
and folders in your Dropbox. Learn more

Allow
liutyi@gmail.com

Use a different account



Keepass on iOS
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13171
<« Search
< Files
passwords
Only you
Name v

a

passwords.kdbx

s &)

Qo -

1File
A (] + a 2
Home Files Create Photos Account
<7 RS
< Dropbox
Cancel Password Done
PASSWORD
$trongPass2018 b
KEY FILE
None

Enter the password and/or select the keyfile for the

passwords.kdbx database.

\ ® Passwords
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AirDrop. Share instantly with people nearby. If
they turn on AirDrop from Control Center on iOS
or from Finder on the Mac, you'll see their
names here. Just tap to share.

N
=

%
@
@
2

Skype Drive Telegram Copy to
MiniKeePass
[anas] @ L XX ]
Copy Link Open In... More
Cancel
L3257 al 5 @D
< Dropbox
{ Files passwords.kdbx Edit
Q Search
Groups
@ eMail
¥ General

Homebanking
Internet
Network

Windows

Entries

&
Y

Sample Entry
User Name @ https://keepass.info/

Sample Entry #2
Michael321 @ https://keepass.info/help/kb/testform...

=

1:319

Username oleksandr.liutyi
Password] eeeeeeesesee

URL gmail.com

COMMENTS

Not in use, was created ...

all & &)
< Dropbox
Files Edit
Databases
passwords.kdbx
Last Modified: 11/29/18, 1:31 AM
& ©) +
L2 wl 5 @
< Dropbox
< eMail Gmail Edit
Title Gmail )

&
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