JKS
Java keystore

# List what is in keystore
keytool -list -v -keystore /path/to/keystore.jks-storepass keystore_password

# Add certificate (public key) to keystore
keytool -inport -alias certificate alias -file project.crt -keystore /path/to/project.jks -storepass
keyst or e_passwor d

#Export certificate (public key) fromkeystore
keyt ool -exportcert -rfc -file export.crt -keystore /path/to/project.jks -alias certificate_alias -storepass
keyst or e_password

# Delete certificate (public key) fromkeystore
keytool -delete -keystore /path/to/project.jks -alias certificate_alias -storepass keystore_password

#Create Keystore with keypair inported frompem+ crt or add another keypair to keystore (pemto jks)

cat project.crt project.ca >project-chain.crt

openssl pkcsl2 -export -in project-chain.crt -inkey project.key >project.pl2

keyt ool -inportkeystore -srckeystore project.pl2 -srcstoretype pkcsl2 -srcalias 1 -destalias project_keypair -
dest keystore /path/to/project.jks

#Change password of keypair in keystore
keyt ool -keypasswd -alias project_keypair -keystore /path/to/project.jks

#Private key export fromkeystore (jks to pem

keyt ool -inportkeystore -srckeystore /path/to/project.jks -srcalias project_keypair -destkeystore keystore.
pl2 -deststoretype PKCS12 -keypass key_password -storepass keystore_password

openssl pkcsl2 -in keystore.pl2 -out private.pem

see also openssl|


https://wiki.liutyi.info/display/DEVOPS/openssl
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